NHOOPMAIIMOHHASA TAMATKA
JJISA OBYYAIOIIUXCA 1J1A PASMEIIEHUSA
HA OOPUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXibiM TOAOM MONMOAEXW B WHTEPHETE CTaHOBWUTbLCS OOnblle, a
LUKO/MIbHUKN OAHW M3 CcamblX aKTMBHbIX MOMb3oBaTeneli PyHeTa. Mexay Tewm,
MOMMUMO OFPOMHOI0 KOIMYEeCTBA BO3MOXHOCTE, UHTEPHET HECET U NPO6EMBI. ITa
namsTKa f0/KHa NoMoYb TeGe 6e30MacHO HaXOAWUTLCS B CETH.

KomnbroTepHbie BUPYCHI

KOMMbIOTEPHBLIA BMPYC - 3TO PasHOBUAHOCTb KOMMbHOTEPHBLIX MPOrpamm,
OT/INYNTENbHON 0COBEHHOCTLIO KOTOPOW SABMAETCSA CMNOCOOHOCTb K PAa3MHOXEHMIO.
B gononHeHue K aTOMy, BUPYCbl MOTYT NOBPEANTb MW MOMHOCTHH YHUUTOXUTD
Bce (hail/ibl U flaHHble, MOAKOHTPO/bHbIE MO/b30BATENO, OT MMEHM KOTOPOro Obina
3anyllieHa 3apaxeHHas nporpamma, a TakxKe NMOBPeAUTb WU [AaXe YHUYTOXUTb
onepawMoHHYt0 CUCTEMY CO BCeMW (paiifiamu B LeSIoM. B 60/bLLUMHCTBE CyyaeB
pacrnpoCTPaHATCS BUPYChl YePe3 MHTEPHET.

MeTogpl 3aWyTbl OT BPEAOHOCHBIX MPOrpamm:

1. Vicnonb3yii COBPEMEHHbIE OnepaLMoHHbIE CUCTEMbI, UMEHOLLIME CEPbE3HBbIi
YPOBEHb 3aLLMTbl OT BPEAOHOCHbLIX NPOrpaMm;

2. TloCTOsHHO ycTaHaBnMBailt nayTh (UMPPOBbIE 3amnnaTKW, KOTopble
aBTOMAaTMYECKN YCTaHaBMMBAKOTCS C LENbH A0PaboTKM MporpaMMbl) U Apyrue
06HOB/NEHMSA CBOE OnepaLoHHOM cucTeMbl. CKaumBai X TOMbKO C OPULMANbHOIO
caiiTa paspabotumka OC. Ecnum cyLecTByeT peXXmm aBTOMaTU4eCcKoro 06HOBNeHUS,
BK/IOUN €r0;

3. PaboTail Ha CBOEM KOMMbKOTepe MNOA NpaBaMu MOMb30BaTeNsd, a He
afIMUHMCTpaTopa. JTO He NO3BOMMT OGOMbLUMHCTBY BPEAOHOCHbLIX MPOrpamm
WHCTaNMpOBaTbCs Ha TBOEM MEPCOHA/IbHOM KOMIMbIOTEPE;

4. Wcnonb3yi aHTUBMPYCHblE MPOrpammHble  MPOAYKTbl  M3BECTHbIX
MPoV3BOANTENEN, C aBTOMATUYECKM 0OHOBNEHNEM 6a3;

5. OrpaHnyb U3NYECKUIA AOCTYN K KOMMbLIOTEPY A1 MOCTOPOHHMX ML

6. icnonb3yii BHELLHME HOCUTENN MHA(OpMaLMK, Takie Kak qreLlka, AnCcK
WK (aiin n3 NHTEpPHETA, TOMIbKO 13 MPOBEPEHHbIX NCTOUYHUKOB;

7. He OTKpbiBali KOMMbIOTEPHbIe (haisibl, MOMYYEHHbIE N3 HEHAAEXKHbIX
MCTOYHUKOB. [axe Te haiiNibl, KOTOPbIE NPUCAaN TBON 3HAKOMbIN. JTy4lle YTOYHK
Y Hero, 0TNpaBnsn /v OH Tebe KX.

Cerun WI-FI

Wi-Fi - aT0 He BMf nepefayn faHHbIX, He TEXHOOMUS, a BCEro vilb 6peHs,
mapka. Ewe B 1991 rogy HuaepnaHAckas KOMMaHWUA 3apeructpupoBana bpeHs
"WECA", 4yto o0603Ha4ano cnosocouvetaHne "Wireless Fidelity”, KoTopbli
MepeBOANTCA Kak "becnpoBogHas TOYHOCTL".



[0 Halero BpemeHu JoLwna apyras abbpesuartypa, Kotopas ABNAeTCA TaKou
e TexHonorven. 310 abbpesmatypa "Wi-Fi". Takoe Ha3BaHue OblN0 AaHO C
HaMeKOM Ha CTaHAapT BbICLLE 3BYKOBOMW TeXHWKM Hi-Fi, 4TO B NepeBofe 03HavaeTt
"BbICOKaa TOYHOCTL".

[a, 6ecnnaTHbIA UHTEPHET-A0CTYN B Kade, OTENAX U asponopTax ABNseTcA
OT/INYHOW BO3MOXKHOCTbHO BbIX0Ofa B UHTEPHET. HO MHOIMe 3KCNePTbl CHMTAIOT, UTO
obuwenoctynHble Wi-Fi ceTu He aBnatoTCcs 6e30MacHbIMU.

CoBeTbl M0 6e30MacHOCTM paboThbl B 06LLEA0CTYMHbIX ceTax Wi-fi:

1. He nepepaBaii CBOKO IMUHYIO MHOPMaLMIO Yepe3 06LeaocTynHble Wi-Fi
ceTn. PaboTas B HUX, XXenaTe/lbHO He BBOAWTbL Maponu AOCTYyna, IOTUHbI U Kakue-
TO HOMepa,;

2. Vicnonb3yin 1 06HOBNAN aHTUBUPYCHbIE NporpaMmMbl U 6paHamayep. Tem
cambIM Tbl 06e30nacuLLb Cebsi OT 3aKayKK BUpYCa Ha TBOe YCTPOMCTBO;

3. Mpwu ncnonb3oBaHu Wi-Fi oTK0OUM yHKUMIO "O6LLMIA AOCTYN K (haiiiam
N npuHTepam”. [daHHas (yHKUMS 3aKpbiTa MO YMOSYaHWIO, OJHAKO HEKOTOopble
Mnonb30BaTe/In aKTUBMPYIOT ee Ans ya06CcTBa UCNOb30BaHMA B paboTe Unn y4yebe;

4. He wucnonb3yh nyb6nunuHbidi WI-FI ana nepefayun NUYHbIX AaHHbIX,
HanpvMep 4/19 BbIX0a B COLMasIbHbIE CETU WX B 3/1IEKTPOHHYIO MOYTY;

5. icnonb3yii TOMbKO 3aluLLeHHoe coeanHeHme Yepe3 HTTPS, a He HTTP,
T.e. Npu Habope Beb6-aapeca BBOAN MMeHHO "https://™;

6. B MobunbHOM TenedoHe OTKAOUM (PyHKUMO "TloakntoueHne K Wi-Fi
aBTOMaTn4yeckn". He [oMycKail aBTOMaTtuvyecKoro mnoAk/ItOYeHUs YCTPOMCTBa K
cetam Wi-Fi 6e3 TBoero cornacus.

ConunajabHbIe CeTH

CoumasibHble CETU aKTMBHO BXOAAT B HaLLy XKW3Hb, MHOT1e 04N paboTatoT
M XKMBYT TaM NOCTOSIHHO, a B Facebook y)ke 3aperncTpupoBaH MUInvapg, YesnoBex,
YTO SIBNSETCSA OAHOIN CeAbMOIn BCEX XKUTeNen nnaHeTbl. MHOrMe nonb3oBaTeNn He
MOHMMAIOT, UTO MH(OpPMaLms, pasMeLleHHas MU B COUMa/IbHBIX CETSAX, MOXET
ObITb HalfeHa M WMCNoNb3oBaHa KeM YrofHO, B TOM 4uCle He 06s3aTeNbHO C
GnarMMy HamepeHUAMU.

OCHOBHble COBETbI M0 6e30MacHOCTM B COLMATbHbIX CETAX:

1. OrpaHunyb CNNCOK Apy3eit. Y Tebs B ApY3baX He JO/MKHO ObITb C/TyHanHbIX
N HE3HAKOMbIX NOAEN;

2. 3awmuiai CBOK YaCTHYH XXM3Hb. He ykasbiBaii naponu, TenegoHbl,
agpeca, [faTy TBOEro pOXAEHVUA W  OPYrYH  JINYHYK0  UHQOopMaUmLo.
3N0YMbILLNEHHWKM MOTYT MCNONb30BaTh AaXKe MHHOPMAaLIMIO O TOM, KaK Tbl U TBOU
poauTeny NNaHMpyeTe NPOBECTU KaHWKY/bI;

3. 3awuLLain CBOK penyTaumio - IepXKu ee B YUCTOTE 1 3aaBai cebe BOMpoc:
XoTen Obl Tbl, 4YTOObI Apyrve no/b30BaTeNM BWUAENW, YTO Tbl 3arpyxaellb?
Moaymait, npexze Yem 4To-To ony6AMKOBaTb, HarMcaTb U 3arpy3nTb;

4. Ecnn Tbl rOBOPULLL C NFOABMM, KOTOPbIX HE 3HaeLlb, He UCNOMb3yil CBOe
peasibHoe UMSA W APYryH JINYHYI0 UH(OPMALIMK: UMS, MECTO XXMTeNbCTBA, MECTO
yuebbl 1 NpouYee;



5. N36erain pasmewieHns otorpadmii B VIHTepHeTe, rae Tbl N300paXKeH Ha
MECTHOCTH, M0 KOTOPOM MOXKHO OrpeaeniuTb TBOE MeCTOMOMIOXKEHUE;

6. Mpu perucTpauum B COLMANIbLHOW CETU HeobXoAMMO WCMOMb30BaTb
C/TIOXHbIe Maponn, CocTosALMe U3 BYKB 1 LIUDP U C KOIMYECTBOM 3HAKOB He MeHee
8;

7. [ns couuwanbHOW CeTW, NoYTbl W [APYrMx CcaMToB Heobxoaummo
1CMoMb30BaTh pasHble Naposn. Torga ecnm Tebs B3NOMaKOT, TO 3/10YMbILLIEHHUKK
nosy4yaT JOCTYyn TO/IbKO K OAHOMY MECTY, a He BO BCe cpasy.

JJIeKTPOHHBbIE J€HbI'H

ONEKTPOHHbIE AEHbIM - 3TO OYeHb YAO0OHbIA CNOCOO MNaTeXeW, OfHAaKO
CYLLLECTBYHOT MOLLEHHWKM, KOTOPbIe XOTAT NOMYYNUTb 3T AEHBIN.

ANEKTPOHHbIE AeHbIM NOSBUIUCL COBCEM HelaBHO MU MMEHHO 13-3a 3TOr0 BO
MHOIMX rocyfapcTsax Ao CMX Nop He MPOnucaHo NpPo HUX B 3aKOHaX.

B Poccum >ke OHM (DYHKUMOHMPYIOT U 0 HUX YXKe NPOMMcaHo B 3aKOHe, rae nx
pa3fenatoT Ha HECKO/IbKO BUAOB - aHOHWMHbIE Y He aHOHWMHbIE. PasHuua B TOM,
YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3pellaeTcs MpPoBOAMTL orepauun 6e3
NAEHTU(NKALMN NOMb30BaTENS, & B HEAHOHUMHbIX MAEHTU(NKALNSA NONb30BaTe s
ABNAETCA 0653aTe/IbHOMN.

Takxke cneayet pasnuMyaTb 3MEKTPOHHbIE (MaTHble AeHbrn  (pPaBHbI
rocyapCTBEHHbIM Ba/lOTaM) W 3NEKTPOHHbIE HeuaTHble AeHbr (He paBHbl
rocyapCTBEHHbIM Ba/IlOTaMm).

OCHOBHble COBETbI MO 6e30MacHoi paboTe € 31eKTPOHHBLIMU [eHbraMu:

1. MMpuBSXM K CHETY MOBWU/IbHLIV TenedoH. ATO caMblii YA00HbIA 1 BbICTPbIA
CNoco6 BOCCTaHOBUTb AOCTYN K CYeTy. [NpuBsi3aHHbIA Tened)oH NMOMOXET, ecnu
3abyaelllb CBOM MNMaTeXHbIA Mapofib WAM 3aiifellb Ha CcalT C HEe3HaKoOMOro
YCTPOWCTBA;

2. Wcnonb3yih opHopas3oBble Maponu. locne nepexoga Ha YCUNEHHYH
aBTOpm3aLmMio Tebe yXke He OyAeT YrpoxaTb OMacHOCTb Kpaku WM nepexsaTa
M1aTeXHOro Napons;

3. Bblbepn cnoxHblit naponb. MpecTynHukam 6yaeT He NPOCTO yragatb
C/TOXKHBIA Naposb. HafgeXxHble Naposn - 3To Naposiv, KOTopble COAePXaT He MeHee
8 3HaKOB 1 BK/IHOYaIOT B CE6S CTPOUHbIE M MPONUCHbIE OYKBbI, LMGIPbI M HECKO/bKO
CMMBO/IOB, TaKMe KaK 3HaK [fonnapa, yHTa, BOCKAMLATENbHbIA 3HAK W T.M.
Hanpumep, $tROng!;;

4. He BBOAM CBOM NNYHbIE AaHHbIE Ha caliTaX, KOTOPbIM HE [JOBEPSELLb.

JJIeKTPOHHAA MOYTA

ONEKTPOHHAsA NouTa - 3TO TEXHOMOMWS 1 NPeAoCcTaB/sieMble €0 YCayru no
Mepechblike 1 NOMYUYEHNHO 3NEKTPOHHbIX COOBLLEHMIA, KOTOPbIE pacrnpeaenstoTcs B
KOMMNbIOTEPHON ceTW. OB6bIYHO 3NMEKTPOHHbLIA MOYTOBbIA ALK  BbIFNSANT
cnefytoLMM 06pa3oM: UMsSi_Monb3oBaTens@ums_aoMeHa. Takke KpoMe nepefayn
MPOCTOro TeKCTa, MMEeTCs BO3MOXKHOCTb NepeaaBaTh (halisbl.



OCHOBHbIe COBEeTbI M0 6e30MacHO paboTe C 3EKTPOHHOW MOYTOMN:

1. Hago Bbl6paTb MpaBW/bHbLIA MOYTOBBLIA CepBUC. B MHTepHeTe ecTb
OrPOMHbI BbIGOP GeCnIaTHLIX MOYTOBbLIX CEPBMCOB, O4HAKO /yuyllle AOBEPSATH TEM,
KOr0 3Haelllb U KTO NepBbli B PEUTUHTE;

2. He yKasblIBali B IMYHOW MOYTE NINYHYHO MHDOpMaLmio. Hanpumep, nydile
BbI6paTh "My3blKa/bHbIA_(haHaT@" unm "pok2013" BmecTo "Temal3"”;

3. Vcnonb3yih AByxaTarHyt aBTOpu3auMio. ITO Korga MoMUMO Mapons
HY>XHO BBOAWUTb KOZ, NPUCbINaemblii no SMS;

4. Bblbepy CNOXHbIA Naposb. [N Kaxaoro NoYTOBOro AWMKa 40/KeH ObITb
CBOW HafeXHbIA, YCTONYMBbLIV K B3/IOMY Maposb;

5. EcnM eCcTb BO3MOXHOCTb HanwmcaTb CaMOMYy CBOW JIMYHbIA BOMpPOC,
NCMO/b3Yi 3TY BO3MOXXHOCTb;

6. Mcnonb3yh HECKONbKO MOYTOBbIX AWMKOB. [lepBbld AN YacTHOW
Mepenunuckn ¢ agpecatamu, KOTOpbIM Tbl JOBepsiellb. ITO 3NEKTPOHHBIA afpec He
HaZl0 MCNOb30BaTb NPY PErncTpaummn Ha hopymax n canTtax;

7. He oTKpbIBal hainbl U Apyrve BOXKEHUS B NMUCbMaXx, LaXe eC/ OHU
MNPULWLIN OT TBOMX ApY3eid. Jlydlle YTOUYHM Y HUX, OTNPaBASAIN I OHU Tebe 3Tu
(hainnbl;

8. lMocne OKOHYaHWA pPaboTbl Ha MOYTOBOM CepBUCE Mepes 3aKpbiTUEM
BKMafKM C CalTOM He 3aby/lb HaXaTb Ha "BbITI".

KuodepOyajuHr uin BUPTyaJbHOE U31€BATEIbCTBO

KnbepbynimHr -  npecrefgoBaHne  COOOLLEHWAMMW,  COAep KalivMu
OCKOp6neHuns, arpeccutio, 3anyrvBaHue; XY/IUFaHCTBO; coyuanbHoe
6ONKOTMPOBaHMNE C MOMOLLBHO Pa3/IYHbIX NHTEPHET-CEPBMCOB.

OCHOBHbIe COBETbI M0 60pbbe C KNGePOYNIMHIOM:

1. He 6pocaiics B 601. JTyywnia cnoco6: NoCOBETOBATLCA KaK Cebsi BECTU W,
eC/IN HeT TOro, K KOMy MOXHO 06paTuTbCA, TO BHavase YCnoKouTbea. Ecnn Tbl
HayHelb OTBeYaTb OCKOPO/IEHMSIMM Ha OCKOpPO6MeHWs, TO TOMbKO elle 60nblue
Pa3oXOKeLb KOH(NKT;

2. YnpaBnsii CBOei KnbeppenyTaumei;

3. AHOHUMHOCTb B CeTU MHMMas. CyLLeCTBYHOT CMNoCO6bl BbIACHWUTb, KTO
CTOMUT 32 aHOHMMHbIM aKKayHTOM;

4. He CTOWT BeCTM XYNUraHCKMin 06pa3 BUPTYaslbHOM >XM3HW. VIHTEpHeT
(mKcupyeT BCe TBOM AEWCTBMS M COXPaHsAeT UX. YaanuTb UX OyaeT KpaiHe
3aTPYAHUTENBHO;

5. Cobntogant CBOK BUPTYaSIbHYHO YeCTb CMOOAY;

6. WrHopupy eouvHMuYHbIA HeratuB. OAHOpPa30Bble OCKOPOMTENbHbIE
co06LLEeHNS NydLLe nrHopuposaTb. OBbIYHO arpeccus NPeKpawaeTcs Ha HavalbHOM
craguu;

7. baH arpeccopa. B nporpammax o6meHa MrHOBEHHbLIMW COOBLLEHUAMMN, B
COUManbHbIX CeTAX €eCTb BO3MOXHOCTb O/IOKMPOBKM OTMPaBKM COOOLLEHUIA C
OrnpefeneHHbIX afpecos;



8. Ecnu Tbl cBUaeTeNb KnbepbynnmHra. TBou AeNCTBUSA: BbICTYMUTb NPOTUB
npecnefoBaTens, MoKasaTb eMy, YTO ero AeiCTBMS OLIEHMBAOTCS HeraTuBHO,
NoAAepXXaTb >KepPTBY, KOTOPO/ Hy)XXHa MCMXONOrMYeckas Momollb, COOGLINTb
B3POC/IbIM O (haKTe arpeccyBHOIO NOBeeHUs B CETU.

MoouibHbIi TesaedoH

CoBpeMeHHble CMapT(OHbI U NaHLLETbI COAepXKaT B cebe BMNO/IHe B3POC/bIid
(YHKUMOHaN, W Tenepb OHW MOrYT KOHKYpMpOBaTb CO CTaLMOHapHbIMY
KoMnbtoTepaMun. OfHaKo, CPeACTB 3almTbl ANS NOA0OHbIX YCTPOCTB MOKa OYeHb
Mano. TecTUpoBaHMe U NOMCK YS3BUMOCTEN B HAX NPOUCXOANT He TaK MHTEHCUBHO,
Kak ans MK, To )e camoe KacaeTcst 1 MOGU/IbHbLIX NMPUNIOXKEHNIA.

CoBpeMeHHble  MOOWNbHbIE  Gpay3epbl  Y)XKe  MpaKTU4Yecku AorHanm
HacTO/IbHble aHa/Iorn, OfHaKO pacluMpeHVe (YHKUMOHana B/eyeT 3a COOOM
00/IbLLUYIO CMIOXXHOCTb M MEHbLUYHO 3alMLLEHHOCTb.

[aneko He BCe MPOM3BOAMTENN BbIMYCKalOT OOHOB/IEHWSA, 3aKpblBatoLLMe
KpUTUYECKME YS3BMMOCTU AJ19 CBOMX YCTPOWCTB.

OCHOBHble COBETbI A1 6€30MacHOCTX MOBUILHOIO TenlethoHa:

Huuero He siBnseTca no-Hactoswemy 6ecrnnatHbiM. bByb OCTOPOXEH, Befdpb
Korga Tebe npepnaratoT 6ecniaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbITbI KakKune-
TO NnaTHbIE YCNYIH;

Aymaid, npexae yem otnpasuTb SMS, GoTO Mnn BUAEO. Thl TOYHO 3HaAELLIb,
e OHN ByayT B KOHEYHOM UTOre?

Heo6x041MMO 06HOB/IATL OMePaLMOHHYHO CUCTEMY TBOETO CMapT(OHa;

cnonb3yi aHTUBMPYCHbIE NPOrpaMMbl 4151 MOBUbHbIX TENE(OHOB;

He 3arpy>kail NpUIoXeHNs OT HEM3BECTHOIO UCTOYHMKA, Befb OHW MOTyT
CofiepXkaTb BPefOHOCHOE NPOorpaMmMHoe 06ecreyeHue;

Mocne TOro Kak Tbl Bbliifelb C cainTa, rae BBOAW NIMYHYIO MH(OpMaL IO,
3alian B HaCTPOVKM bpay3epa 1 yaanu cookies;

Meproguyeckn NpoBepsid, Kakne nnaTHble YCNYr aKTUBMPOBaHbI Ha TBOEM
HOMepE;

[aBali cBOi HOMep MOOWU/ILHOrO TenehoHa TOMbKO /OAAM, KOTOPbLIX Thbl
3Haellb 1 KOMY [0BEpSELLb;

Bluetooth gomkeH 6bITb BbIKNKOYEH, KOrda Tbl UM He MNOMb3yellbcs. He
3abblIBail MHOr4a NPoBePATH 3TO.

Online urpsr

COBpPEMEHHbIE  OHMaH-UIPbl - 3TO  KpacOYHble, 3axBaTblBatoLLMe
pasBfieyeHnss, 0ObEAUHSIOLLME COTHM ThbICSY YeNoBeK Mo BceMy mupy. Wrpoku
NCCNeaytoT AaHHbIA MM MUp, 06LLAOTCA APYr C APYroM, BbIMOMHSKOT 3afaHus,
CpakaloTcs C MOHCTPaMM M NOMyyaroT OnbIT. 3a YA0BONMLCTBME OHM MNATAT:
MOKYMatoT AMCK, ONayuvBatoT abOHEMEHT UM NPUOBPETAIOT KaKmne-TO oML,



Bce 3Tn cpeacTBa UAyT Ha NoAfepXXaHWe 1 pa3BUTUE UTPbl, @ TAKXKE Ha caMy
6e30MacHOCTb: COBEPLUEHCTBYHOTCA CUCTEMbI aBTOPW3aLMK, BbIMYCKAKOTCA HOBbIE
natym (LMpoBble 3annaTku Ans nporpamMmm), 3aKpbiBatoTCA YA3BMMOCTIN CEPBEPOB.

B nogo6HbIX Mrpax CTOUT 0OnacaTtbCs He CTO/IbKO CBOMX COMEPHMKOB, CKOJIbKO
KpaXkv TBOEro rnaposs, Ha KOTOPOM OCHOBaHa C/UCTemMa aBTopu3auumn 60/bLLUIMHCTBA
urp.

OCHOBHbIe COBETbI MO 6e30MacHOCTN TBOEIO UIPOBOr0 aKKayHTa:

1. Ecnv apyromn urpok BefeT cebs Maoxo Uan co3faeT Tebe HenpuUATHOCTY,
3a610KNPYI ero B CNUCKE UTPOKOB;

2. Moxxanyics agMUHUCTPATOpPaM Urpbl Ha M10X0e NoBefAeHVE 3TOM0 UIPOKa,
XenaTesibHO NPUIOXNTL Kakne-To AoKa3aTe/lbCTBa B BUAe CKPUHOB;

3. He yka3sbiBail IMYHYI0 MH(OPMaLMIO B NpOdiaiine urpsbl;

4. YBaxkan Apyrnx y4aCTHUKOB MO UTPE;

5. He yctaHaBnmBai HeothmumabHble NaTin 1 MOfbl;

6. VIcnonb3yi CNoXkHble 1 pa3Hble Naponu;

7. [axe BO BpeMA Urpbl HE CTOUT OTK/KOYaTb aHTUBUPYC. [oKa Tbl UrpaeLlb,
TBOM KOMMNbIOTEP MOTYT 3apasuTb.

OUINUHT WIH Kpaika JIMYHbIX JAHHbIX

OOGbIYHOW KpadKei feHer N AOKYMEHTOB CErOAHSA Y>Ke HUKOIro He YAMBULLb,
HO C pPa3BUTUEM WHTEPHET-TEXHOJIOMNIA 3M10YMbILEHHUKA MNepeMecTUINCL B
WHTEPHET, 1 NPOA0/IKAIOT 3aHMMATLCA "NIOOMMbIM™ 4Ee/I0M.

Tak nmosBMnacb HOBas Yrposa: MHTEPHET-MOLUEHHWYeCTBa WAN (ULLINHT,
rnaBHas Ueflb KOTOPOro COCTOUT B MOMYYEHUN KOH(UAEHUMaNbHBIX AaHHbIX
Mosib30BaTe e - NOrMHOB 1 Naposiein. Ha aHrnmMinckom s3bike phishing uMtaeTcs Kak
¢mwmHr (ot fishing - peibHasa noens, password - naposb).

OCHOBHble COBETbI M0 60pbbe C PULLIMHIOM:

1. Cnegn 3a cBOMM aKKayHTOM. Ecnm Tbl Nofo3peBaellb, YTO TBOA aHKeTa
Obl1a B3/10MaHa, To He06xo4MMO 3a6/10KMPOBaTh ee 1 CO0BLUTL aAMUHNCTPATOPaM
pecypca 06 3TOM KaK MOXHO CKOpee;

2. Vicnonb3yit 6e3onacHble Be6-CainTbl, B TOM YK1Ce, MHTEPHET-MarasnHoOB u
MONCKOBbIX CUCTEM;

3. Mcnonb3yil CnoXkHble U pasHble naponn. TakuMm o6pas3om, ecnun Tebs
B3/10MatOT, TO 3/10YMbILW/IEHHUKA MNOMyYaT AOCTYMN TO/MIbKO K OAHOMY TBOEMY
NpousIo B CETK, a HE KO BCEM;

4. Ecnn Tebs B3NOMaM, TO Heo6XOAMMO NpefynpeanTb BCEX CBOUX
3HaKOMbIX, KOTOpble A06aBneHbl Y Teba B ApY3bsAX, O TOM, YTO Tebs B3nOMaIn W,
BO3MOXXHO, OT TBOEro MMeHu ByfeT paccbliaTtbCA Cram M CCbIIKA Ha (PULLNHTOBbIE
CalThl;

5. YcTaHoBW HafexXHbI naponb (PIN) Ha MOGWNbHBIV TeneqoH;

6. OTKNHOUM COXpaHeHWe napons B bpaysepe;

7. He oTKpbIBal (haiinbl U Apyrve BMOXEHWUS B MUCbMax, Aake ecin OHU
MNPULWIN OT TBOMX ApY3eid. Jlydlle YTOYHM Y HUX, OTNPaBASA/IN I OHU Tebe 3Tu
(hainnbl.



Mudposas penyranus

LiMghpoBas penyTaums - 3T0 HeraTMBHas Uv NO3NTUBHAA MH(OPMaLMA B CeTH
0 Tebe. KomnpomeTupyoLwas nHpopmaums, pasmeLleHHas B UHTEPHETE, MOXeT
Cepbe3HbIM 06pa3oM OTPa3nTbCA Ha TBOEW peaslbHOM >KU3HKW. “LimdpoBas
penyTauua” - 3To TBOW UMUK, KOTOPbIA OpMUPYETCS U3 UH(OoPMaLmK O Tebe B
NHTEPHETE.

TBOE MECTO XKUTeNbCTBa, Y4yebbl, TBOE (JMHAHCOBOE [OJIOXKEHNE,
0COBEHHOCTU XapaKTepa 1 pacckasbl 0 6/IM3KMX - BCe 3TO HaKarn/MBaeTCs B CETW.

MHorve noApoCTKN /IerKOMbIC/IEHHO OTHOCATCA K My6anKauuu fIMYHON
NHopMaLnn B MIHTepHeTe, He MOHMMas BO3MOXHbIX MOCNeACTBUA. Tbl faXe He
CMOXeLUb JoragarbCs 0 TOM, 4YTO (hoTorpadms, pasmelleHHas 5 net Hasag, ctana
MPUYMHONM OTKa3a NPUHATL Tebs Ha paboTy.

KommeHTapuu, pasmeLleHme TBOMX (otorpadmii u gpyrne AencTems moryt
HEe UCYE3HYTb JaXKe MOoC/e TOro, Kak Tbl UX yAaIULWb. Tbl HE 3HaELUb, KTO COXPaHW
3Ty MH(OPMALMIO, MoMnasa /in OHa B MOUCKOBbIE CUCTEMbI Y COXPaHWIACh /X OHA, a
rNaBHoe: YTO MoAYMaroT O Tebe OKpyXKatoLime NN, KOTopble HAnayT 1 yBUAAT
3T0. HaliTu MHMopmMaLMo MHOFO NeT CNyCcTs CMOXEeT 060N - Kak 13 [06pbIX
MNOBY)XXAEHWNIA, TaK N C HAMEPEHMEM MPUYNHUTL Bpes. STO MOXKET ObITb KTO YrofHO.

OCHOBHbIE COBETbI MO 3aLuTe UMPPOBOM penyTauun:

1. Mopymait, npexae Yem YTO-TO Ny6/IMKOBATL M Nepefasartb y cebsa B 6ore
NN B COLMaNbHOM CeTu;

2. B HacTpoiikax npogmnis yctaHOBM OrpaHMYeHMst Ha MPOCMOTP TBOEro
npodunsa 1 ero CoaepXXMMOoro, cAaenai ero ToNbKo "ans apysen”;

3. He pasmellar n He yka3sbliBai MH(hOPMaLMIO, KOTOpas MOXET KOro-/moo
OCKOpPO6/IATL UK 06MXKaTb.

ABTOpCKO€ NPaBo

CoBpeMeHHble  LUKO/MIbHUKA -  aKTMBHble MO/b30BaTeNIM  LM(POBOro
npocTpaHcTBa. OfHaKO [afeKo He BCe 3HaKT, 4YTO MO0/b30BaHWEe MHOrMMU
BO3MOXXHOCTAMW  UM(POBOro  Mupa  TpebyeT  cobnofeHus  MnpaB  Ha
NHTENNEKTYaIbHYH COBCTBEHHOCTb.

TepMunH "WMHTeNNeKkTyanbHas COOCTBEHHOCTb" OTHOCUMTCA K pas/IMyHbIM
TBOPEHMAM Ye/I0BEYECKOr0 YMma, HauMHas C HOBbIX W300peTeHWA U 3HaKOB,
0603HaYatoLLMX COOCTBEHHOCTb Ha NPOAYKTbI M YCNYrin, N 3aKaH4MBas KHUramu,
(hoTorpagmaMu, KUHO(UIbLMaMu U My3blKa/IbHbIMI MPOU3BEAEHNAMN.

ABTOpPCKMe npaBa - 3TO MNpaBa Ha WHTENNEKTYya/lbHY0 COOCTBEHHOCTb Ha
Npoun3BefeHNa HayKn, nuTepaTypbl U UCKYCCTBa. ABTOPCKME MpaBa BbICTYNaloT B
KayecTBe rapaHTMM TOrO, YTO MHTENEKTYa/lbHbIN/TBOPYECKUI TPYL aBTOpa He
OyfeT HanpacHbIM, [AacT emy CrpaBef/nBble BO3MOXHOCTM 3apaboTarb Ha
pesynbTatax CBOEro Tpyha, MOayynTb W3BECTHOCTb WM Mpu3HaHWe. HWKTO 6e3
paspeLleHMa  aBTopa He  MOXET BOCMpPOWM3BOAUTL  €ro  MNpou3BeAeHue,
pacnpocTpaHaTb, MNy6ANYHO [EeMOHCTPUPOBaTb, MNpoJAaBaTtb, MMMNOPTUPOBATD,



MycKaTb B MpokKaTt, ny6/MYHO UCMOMHATb, MOKAa3blBATL/UCMONHATL B aupe nm
pasmMeLLatb B VIHTEpHeTe.

cnonb3oBaHve "nNMpaTtckoro” MporpaMMHOro  o6ecrneyeHUss  MOXXeT
NPUBECTU K MHOTMM pUCKaM: OT MOTEPU [aHHbIX K TBOMM aKKayHTam [0
0/10KMPOBKN TBOEr0 YCTPOWMCTBA, e YCTaHOB/IEHA HesferasibHas nporpamma. He
CTOUT Takxke 3abblBaTb, YTO CYLLECTBYIOT filera/ibHble 1 GecniaTHble NporpaMmbl,
KOTOpPble MOXXHO HainTW B CETH.

O nopraJue

CeTeBMYOK.p( - TBOI IMaBHbIA COBETYMK B CETW. 3A€Ch Thl MOXELLb Y3HaTb O
6e30MacHOCTN B CETU MOHSATHLIM W JOCTYMHbIM S3bIKOM, @ MPU BO3HUKHOBEHWU
KPUTUYECKON CUTyauun 06paTUTbCA 3a COBETOM. A TakKXe MPUHATbL yyacTue B
KOHKYypCax M CTaTb CamMbIM LGPOBbIM FpaXaaHUHOM!



