NHOOPMAIIMOHHASA TAMATKA
JJIAA OBYYAIOIUXCA

C KaXibiM TOAOM MOMOAEXM B WHTEPHETE CTAHOBWUTLCS 6ONblUe, a
LLUKOMbHUKN OAHM W3 CaMbIX aKTWBHbIX MOMb3oBaTeneli PyHeTa. Mexay Tewm,
MOMMMO OFPOMHOI0 KONMYECTBA BO3MOXHOCTE, MHTEPHET HECET M NPOG/IEMbI. ITa
NamsaTKa Jo/MKHa NoMoYb Tebe 6e30MacHO HaXOANUTLCS B CETH.

KoMmnbroTepHbie BUPYChI

KOMMbIOTEPHBLIA BMPYC - 3TO PasHOBUAHOCTb KOMMbIOTEPHBLIX MPOrpamm,
OT/INYNUTENIbHON 0COBEHHOCTLIO KOTOPOI SBSETCA CMOCOOHOCTL K Pa3MHOXEHMIO.
B [0nosiHeHWe K 3TOMy, BUPYCbl MOTYT MOBPEAUTL WK NMOHOCTLIO YHUUTOXNUTL
BCe (hai/ibl U flaHHble, MOLKOHTPO/IbHbIE MO/Ib30BATENO, OT MMEHM KOTOPOro 6blna
3anylleHa 3apaXeHHaa nporpaMma, a Takxe MOBPeAuTb WU [aXKe YHUYTOXUTb
OnepaumoHHY0 CUCTEMY CO BCEMM (haitiamy B Lie/IOM. B 60NbLUMHCTBE CllyyaeB
pacnpocTpaHATCA BUPYChbl Yepe3 UHTEPHET.

MeToAbl 3aWMTbl OT BPEAOHOCHLIX MPOrpamm:

1. \cnonb3yii COBPEMEHHbIE OnepaLoHHbIe CUCTEMbI, UMEKOLLME CEPbE3HbIN
YPOBeHb 3aLUNTLI OT BPEAOHOCHLIX NPOrpaMm;

2. TlocTosHHO YycTaHaBnvBanW nadtv  (UUgpoBble 3anniaTku, KOTopble
aBTOMaTWYeCKN yCTaHaBNMBAKOTCA C LieNbio [0paboTKM MmporpaMMmbl) U Apyrue
06HOBNEHWSA CBOE OnepaLoHHOM cucTeMbl. CkaumBai UX TOMbKO C OpULMaIbHOIO
caiita paspaboTtumnka OC. Ecnu cyLLecTBYeT pexKnm aBTOMaTUYeCKOro 06HOB/EHNS,
BK/HOUN €ro;

3. PaboTaihi Ha CBOEM KOMMbKOTEPE MOJ NpaBaMu MO/b30BaTeENs, a He
afMUHUCTpaTopa. 3TO He MNO3BOANT OOMbLUMHCTBY BPeLOHOCHLIX MPOorpamMm
WNHCTaNIMpOoBaThCA Ha TBOEM MEPCOHa/IbHOM KOMIMbIOTEPE;

4. Wcnonb3yil aHTUBUPYCHblEe MNPOrpammHble  MPOAYKTbl  M3BECTHbIX
MPoV3BOANTENEN, C aBTOMATUYECKM 0OHOBNEHNEM 6a3;

5. OrpaHnyb PU3NYECKMIA JOCTYN K KOMNbIOTEPY A5 NOCTOPOHHMX L

6. MIcnonb3yil BHELIHME HOCUTENIN UH(opMaLmMK, Takne Kak iewka, AMCcK
NN Qain N3 UHTePHETa, TO/IbKO U3 NMPOBEPEHHbIX NCTOYHUKOB;

7. He OTKpbIBail KOMMbIOTEPHbIE (aiAfbl, MOMYyYEeHHble N3 HeHaAEXHbIX
MCTOYHUKOB. [axe Te (haiisibl, KOTOPbIE MPUCAaa TBO 3HAKOMbIA. JTy4lle YTOYHN
Y HEro, OTnpasnsn 1 oH Tebe nx.

Cern WI-FI

Wi-Fi - 370 He BMA Nepefayn AaHHbIX, He TEXHO/OTMA, a BCero Nb OpeHs,
mapka. Ewe B 1991 rogy HuAepnaHAckas KOMMaHWA 3aperucrpupoBasna bpeHp,
"WECA", uto o0603Hayano cnosocouetaHne "Wireless Fidelity", KoTopbli
NepeBOAMTCA Kak "6ecrnpoBogHast TOYHOCTL".

[0 Hallero BpeMeHu foLuna apyras abbpesmatypa, Kotopas iBNSeTCs TaKou
e TexHonorven. 310 abbpesmatypa "Wi-Fi". Takoe Ha3BaHMe Obl10 AaHO C



HaMEeKOM Ha CTaHAapT BbICLLIE 3BYKOBOWN TeXHWUKK Hi-Fi, 4TO B NepeBofe 03HavaeT
"BbICOKas TOYHOCTL".

[a, 6ecnnaTHbI UHTEPHET-A0CTYN B Kade, OTENAX U a3ponopTax ABAseTcA
OT/INYHOW BO3MOXKHOCTbHO BbIX0Ofa B UHTEPHET. HO MHOIMe 3KCMepTbl CHMTAIOT, UTO
obuenoctynHble Wi-Fi ceTu He aBnatoTCcs 6e30MacHbIMU.

CoBeTbl N0 6e30MacHOCTN PaboTbl B 06LLeA0CTYNHbIX ceTax Wi-fi:

1. He nepepaaBaii CBOKO TIMUHYHO MHOPMaLMIO Yepes 06LLeaocTynHble Wi-Fi
ceTu. PaboTas B HUX, XXenaTe/lbHO He BBOAWTbL Maponu AOCTYyna, IOTUHbI U KakKue-
TO HOMEpA;

2. Vicnonb3yin 1 06HOBNAN aHTUBUPYCHbIE NporpaMmMbl U 6paHamayep. Tem
camblM Tbl 06e30nacuLLb Cebsi OT 3aKayKu BUpPYCa Ha TBOe YCTPOMCTBO;

3. Mpwu ncnonb3oBaHnm Wi-Fi oTKOUM hyHKUMIO "O6LLMiIA AOCTYN K (haisiam
N NpuHTepam”. JaHHas (OYHKUMA 3aKpbiTa MO YMOMYaHWIO, O4HAKO HEKOTOpble
Mnonb30BaTe/IM aKTUBMPYHOT ee Ans ya06CcTBa UCNOb30BaHMA B paboTe Unn y4yebe;

4. He wucnonb3yn nyb6nunuHbidi WI-FI ana nepefayun NUYHbIX AaHHbIX,
HanpuMep 419 BbIX0a B COLMasIbHbIE CETU WX B 3/1IEKTPOHHYIO MOYTY;

5. icnonb3yii TOMbKO 3aluLLeHHoe coeanHeHme Yepe3 HTTPS, a He HTTP,
T.e. Npu Habope Beb6-aapeca BBOAN MMeHHO "https://™;

6. B MobunbHOM TenedhoHe OTKAOUM (PyHKUMIO "TlogkntoyeHne K Wi-Fi
aBTOMaTn4yeckn". He [onyckail aBTOMaTM4ecKoro MnoAKMHOYEHUS YCTPOMCTBA K
cetam Wi-Fi 6e3 TBoero cornacus.

ConunajabHbIe CeTH

CoumnanbHble CeTU aKTUBHO BXOAAT B Hallly XKU3Hb, MHOrVe Nntoan paboTtaroT
N XKMBYT TaM NOCTOSAHHO, a B Facebook y)e 3apernctpupoBaH MuUnnapa 4Yenosek,
YTO SIBNSETCSA OAHOIN CeAbMOI BCEX XXUTeNen nnaHeTbl. MHOrMe nonb3oBaTeNn He
MOHMMAIOT, UTO MH(OpPMaLms, pasMeLleHHas MU B COUMa/IbHBIX CETSAX, MOXET
ObITb HalfeHa M WMCNoNb3oBaHa KeM YrofHO, B TOM 4uC/le He 06s3aTeNbHO C
GnarMMy HamepeHUAMU.

OCHOBHble COBETbI M0 6e30MacHOCTM B COLMATbHbIX CETAX:

1. OrpaHuyb CNNCOK ApY3elt. Y Tebs B APY3bAX HE AO/MKHO ObITb C/TyHaHbIX
N HE3HAKOMbIX NHOAEN;

2. 3awmuiai CBOK YaCTHYH XXM3Hb. He ykasbiBaii naponu, TenegoHbl,
agpeca, [faTy TBOEro pPOXAEHVUS W OPYIYH0  JINYHYKO  UHGOopMaUmIo.
3710yMbILIEHHWKX MOTYT UCNO/b30BaTh AaXke MH(POPMaLMIO 0 TOM, KaK Tbl U TBOW
POAMTENN NNIaHNPYETE NPOBECTN KaHNKY/bI;

3. 3awuLLain cBoro penyTaumio - JepXXu ee B YNCTOTE U 33aBail cebe Bonpoc:
X0Ten 6bl Tbl, YTOGbI Apyrve Mosb3oBaTeNn BUAENW, 4YTO Tbl 3arpy’kaellb?
Mogymait, npexze Yem 4To-To ony6AMKOoBaTb, HanNMcaTb U 3arpy3nTb;

4. Ecnn Tbl rOBOPULLL C NFOABMM, KOTOPbIX HE 3HaeLlb, He UCMOMb3yil CBOe
peasibHOe UMSA U APYTYH0 JIMYHYHO MH(OpMaLUnn: UMS, MECTO XXUTENbCTBA, MECTO
yuebbl 1 NpouYee;

5. W3beraii pasmeLleHns oTorpagunii B VIHTEpHETe, rae Tbl N306paKeH Ha
MEeCTHOCTM, M0 KOTOPOI MOXXHO ONpefenTb TBOe MECTOMO/IOXKEHNE;



6. lMNpn peructpaumm B couManbHOW CETU HeoOXOAMMO WCMO0/b30BaTb
C/TIOXHbIe Maponn, cocTosALme U3 6yKB 1 LAMP U C KOMYECTBOM 3HAKOB He MeHee
8;

7. [ns couuwanbHOW CeTW, NoYTbl W [APYrMx CcaMToB Heobxoaummo
1CMoMb30BaTh pasHble Naposn. Torga ecnm Tebs B3NOMaKOT, TO 3/10YMbILLIEHHUKK
nony4ar AoCTyn TO/IbKO K OAHOMY MECTY, a He BO BCe cpasy.

JJIeKTPOHHBIE J€HbI'H

ONEKTPOHHbIE AEHbIM - 3TO OYeHb YAO0OHbIA CNOCOO MNaTeXeW, OfHAaKO
CYLLIECTBYIOT MOLLEHHWNKW, KOTOPbIE XOTAT NOMYUNUTb 3TU AEHbIW.

ANEKTPOHHbIE AEHbIN MOSABUIUCL COBCEM HeJaBHO Y MUMEHHO 13-3a 3TOr0 BO
MHOTIMX rocyfapcreax o CMX Mop He NPOMMcaHo MpPo HNUX B 3aKOHaX.

B Poccum »ke OHM (DYHKUMOHMPYIOT U 0 HUX YXKe NMPOMMcaHo B 3aKOHe, rae nx
pa3fenatoT Ha HeCKO/IbKO BUAOB - aHOHWMHbIE Y He aHOHWMHbIE. PasHuua B TOM,
YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3pellaeTcs MpPoBOAMTL orepauun 6e3
NAEHTU(NKALMN NOMb30BaTENS, & B HEAHOHUMHbIX MAEHTU(NKALNSA NONb30BaTe s
ABNAETCA 0653aTe/IbHOMN.

Takxke cnegyetr pasnmMyatb 3/IEKTPOHHbIE (DMaTHble [AeHbrn  (paBHbI
rocyaapCTBEHHbIM Ba/iloTaM) W 3M1EKTPOHHblE HedmaTHble AeHbrn (He paBHbI
rocylapCTBeHHbIM Ba/itoTam).

OCHOBHbIe COBETbI MO 6e30MacHo paboTe C 3/IEKTPOHHLIMU JeHbramMu:

1. MMpuBSXM K CHETY MOBWU/IbHLIV TenedoH. ATO caMblii YA00HbIA 1 BbICTPbIA
Cnoco6 BOCCTaHOBMTbL AOCTYN K cyeTy. MpuBA3aHHbIA Tefe)OH MOMOXET, ec/un
3abyfellb CBOW NMaTeXHbIW Mapofib WAW 3aifellb Ha CalT C HEe3HaKOMOro
YCTPOWCTBA,;

2. Wcnonb3yih opHopa3oBble Maponu. [locne nepexoga Ha YCUNEHHYH
aBTopm3aumio Tebe yXke He OyAeT YrpoxaTb OMacHOCTb Kpaku WM nepexsaTa
M1aTeXHOro Napons;

3. Bblbepn cnoxHblit naponb. MpecTynHukam 6yaeT He NPOCTO yragatb
C/TOXKHBIA Naposb. HafgeXxHble Naposn - 3To Naposiv, KOTopble COAePXaT He MeHee
8 3HaKOB 1 BK/IHOYAKOT B Cebs CTPOUHbIE 1 MPOMUCHbIE BYKBbI, UN(Pbl U HECKO/IbKO
CMMBOJIOB, TaKuWe KaK 3HaK fosfinapa, (yHTa, BOCKAMLATENbHbIA 3HAK W T.M.
Hanpumep, $tROng!;;

4. He BBOAW CBOW /IMYHbIE AaHHbIe Ha calTaxX, KOTOPbIM He [10BepseLLb.

JJIeKTPOHHAA MOYTA

DNEKTPOHHas nouyTa - 3TO TEXHOMOMMNA U NPeAoCTaBsSEMbIE €K YCYrn No
MepecbINIKe N NOMYYEHWNIO 3/IEKTPOHHbLIX COOBLLEHNIA, KOTOPbIE pacrpenenstoTcs B
KOMMNbIOTEPHOW CeTW. OObIYHO 3MEKTPOHHbIA  MOYTOBLIA  AWMK  BbIFNAAUT
CNneflytoLLmm 06pa3oM: UMA_Mob30BaTeNa@umsa_foMeHa. Takke Kpome nepegaudn
MPOCTOro TeKCTa, MMeeTCA BO3MOXHOCTb MepeaaBaTth (aiinbl.

OCHOBHble COBETbI M0 6e30MacHoi paboTe ¢ 3/1eKTPOHHOM NOYTOMN:



1. Hago BblGpaTb MpaBW/bHLIA MOYTOBLIN CepBMC. B MHTepHeTe ecTb
OrPOMHbI BbIGOP GeCnIaTHLIX MOYTOBbLIX CEPBMCOB, O4HAKO /yullle AOBEPSATH TEM,
KOr0 3Haelllb U KTO NepBbli B PEUTUHTE;

2. He yKasblIBali B IMYHOWM MOYTE NINYHYHO MHDOpMaLuio. Hanpumep, nydile
BbI6paTh "My3blKa/bHbIN_(haHaT@" unm "pok2013" BmecTo "Temal3d"”;

3. Vcnonb3yih AByxaTarHyt aBTOpu3auMio. ITO Korga MoMUMO Mapons
HY>XHO BBOAWUTb KOf, NPUCbINaemMblii no SMS;

4. Bblbepy CNOXHbIA Naposb. [0 Kaxaoro NoYTOBOro AWmKa A4o/KeH ObITb
CBOW HafleXHbIA, YCTONYMBbLIV K B3/IOMY Maposb;

5. EcnM ecTb BO3MOXHOCTb HamwmcaTb CaMOMYy CBOW JIMYHbIA BOMpPOC,
NCMO/b3Yi 3TY BO3MOXXHOCTb;

6. Mcnonb3yil HEeCKONbKO MOYTOBbIX AWMKOB. [lepBbld AN YacTHOW
Mepenuckn ¢ agpecartamu, KOTOPbIM Tbl JOBepsiellb. DTO 3/1EKTPOHHbIVA afpec He
HaZl0 MCNONb30BaTb NPY PErncTpaummn Ha hopymax n canTtax;

7. He oTKpbIBal hainbl U Apyrve BOXKEHWS B NMUCbMaXx, LaXe eC/ OHU
MNPULWLIN OT TBOMX ApY3eid. Jlydlle YTOUHM Y HUX, OTNPaBASAIN /I OHU Tebe 3Tu
(hainnbl;

8. Mocne oOkoHYaHWsi PabOTbl Ha MOYTOBOM CepBUCE MNepes 3aKpbITUeM
BKMafKM C caliTOM He 3aby/b HaXaTb Ha "BbIATI".

Ku0epOyajuHr uim BUPTyaJbHOE U31€BATEIbCTBO

KnbepbynimHr -  npecnegoBaHne  COOOLUEHWAMMW,  COAep KalivMu
OCKOpOneHuns, arpeccutio, 3anyrvBaHue; XY/IUFaHCTBO; coyuanbHoe
GONKOTMPOBaHME C MOMOLLBHO Pa3/IYHbIX NHTEPHET-CEPBMCOB.

OCHOBHble COBETbI M0 60pb0E ¢ KNOePOYNIUHIOM:

1. He 6pocaiics B 601. JTyywnia cnoco6: NoCOBETOBATLCA KaK Cebsi BECTU W,
eC/IN HeT TOro, K KOMy MOXHO 06paTuUTbCA, TO BHavase YCnoKouTbea. Ecnn Tbl
HayHelb OTBeYaTb OCKOPO/IEHMSIMM Ha OCKOpPO6MeHWs, TO TOMbKO elle 60nblue
Pa3oXOKeLb KOH(INKT;

2. YnpaBnsii CBOei KnbeppenyTaumei;

3. AHOHUMHOCTb B CeTU MHMMas. CyLLeCTBYHOT CMNOCO6bl BbIACHWUTb, KTO
CTOWUT 332 aHOHWMHbIM aKKayHTOM;

4. He CTOWT BeCTM XYNUraHCKMin 06pa3 BUPTYaslbHOM >XM3HW. VIHTEpHeT
(bMKcupyeT BCe TBOM AEWCTBMS M COXPaHsAeT UX. YpanuTb UX OyaeT KparHe
3aTPYAHUTENBHO;

5. Cobntogart CBOK BUPTYaSIbHYHO YeCTb CMOOAY;

6. WrHopupy eouvHMuYHbIA HeratuB. OAHOpPa30Bble OCKOPOMTENbHbIE
Co006LLEeHMS Ny4LLe UrHopupoBaTb. O6bIYHO arpeccus NpekpawaeTcs Ha HavaIbHOM
craguu;

7. baH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbLIMW COOBOLLEHUAMMN, B
COUManbHbIX CeTAX €eCTb BO3MOXHOCTb O/IOKMPOBKM OTMPaBKM COOOLLEHUIA ¢
OrnpezeneHHbIX afpecos;

8. Ecnu Tbl cBugeTenb KnbepbynnunHra. TBOM AeCTBUSA: BbICTYNUTL NPOTUB
npecnefoBatensi, NokasaTb €My, YTO ero [AenCTBMS OLEHMBAKOTCA HeraTuBHO,



noagepXXaTb >KepTBY, KOTOPOW Hy)XKHa MCUXOMOrnyeckass MOMOLLb, COOOLUMTbL
B3POC/bIM O (haKTe arpeccMBHOIO NOBEAEHNS B CETM.

MooOuibHbIN TesaedoH

CoBpeMeHHble CMapT(OHbI U NNaHLWeTbl COAePXKaT B cebe BNO/HE B3POC/bIiA
(byHKUMOHa/, W Terepb OHW MOTYT KOHKYpPUpOBaTb CO CTauMOHapHbIMU
KomMnbloTepamun. OfHAKO, CPeACTB 3alnThl A5 NOLOOHbIX YCTPOMCTB NoKa 0YeHb
Masio. TeCcT1poBaHue 1 MOUCK YA3BMMOCTEN B HUX MPOUCXOAUT He TaK UHTEHCUBHO,
Kak ans MK, To Xe camoe KacaeTcs U MOOU/IbHBIX MPUTOXKEHWIA.

CoBpeMeHHble  MOOWNbHbIE  Gpay3epbl  Y)XKe MpaKTUYecku AorHanm
HaCTO/IbHble aHa/Iorn, OfHaKO pacluMpeHVie (YHKUMOHana B/eyYeT 3a COOOM
60/IbLUYHO C/TIOXKHOCTb U MEHbLUYH 3aLLMLLEHHOCTD.

[aneko He BCe MPOW3BOAUTENN BbIMYCKaOT OOHOBMIEHWA, 3aKpblBatOLLME
KPUTUYECKME YS3BMMOCTU AJ19 CBOMX YCTPOWCTB.

OCHOBHbIe COBETbI A1 6€30MacHOCTX MOBUILHOIO TenlethoHa:

Huyero He sBnseTcsa no-HacTosAwemMy 6ecrnnatHbiM. Byb OCTOPOXKEH, Befb
Korga Tebe npepnaratoT 6ecniaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbITbI Kakue-
TO NJIATHbIE YCNYTW;

[ymait, npexae yem oTnpaBuTb SMS, (hoTo M BMAEO. Thl TOYHO 3HAELLIb,
rge OHV 6yayT B KOHEYHOM UTOre?

Heo6x041MMO 06HOB/IATL OMePaLMOHHYHO CUCTEMY TBOETO CMapT(OHa;

icnonb3yi aHTUBMPYCHbIE NPOrpamMmmbl 151 MOOWbHBLIX Te1e()OHOB;

He 3arpy)ail npunoXeHus OoT HEM3BECTHOIO MCTOYHWKA, BeAb OHW MOryT
COZiep>KaTb BPefOHOCHOE NMPOorpamMmMHOe 06ecreyeHue;

Mocne TOro Kak Tbl BbIAfELWb C caiTa, r4e BBOAW/ IMUYHYIO UH(OPMaLMIO,
3alian B HaCTPOVKM bpay3epa 1 yaanu cookies;

Meprognyeckn NPoBepsid, Kakne nnaTHble YCIYr aKTUBMPOBaHbI Ha TBOEM
HOMepe;

[aBali cBOi HOMep MOOWU/ILHOrO TenehoHa TOMbKO /OAAM, KOTOPbLIX Thbl
3Haelllb 1 KOMY [oBepseLUb;

Bluetooth gomkeH ObITb BbIK/IOYEH, KOrga Tbl UM He Mofb3yellbcs. He
3abblBail MHOrja NPoBepPsATL 3TO.

Online urpsr

CoBpeMeHHble  OHMAMH-UrPbl - 3TO  KpacouHble, 3axBaTblBatoLime
pasBfievyeHuns, 00beAMHAIOLWME COTHU ThICAY 4YeNOBEK MO BCeMy Mupy. Urpoku
nccnefytoT AaHHbIA UM MUpP, 06LAKTCA APYr C APYroMm, BbINOMHAKOT 3adaHus,
CpaXatoTCAd C MOHCTpaMu M MOJSy4aroT OnbIT. 3a YAOBOSILCTBME OHW MIATAT:
MOKYMarT AUCK, OMNavymBaroT abOHEMEHT UM NMPUOBPETaOT Kakme-To Onuumn,

Bce aTv cpefcTBa MAYT Ha NOAAEPXKaHVE 1 pa3BUTUE UIPbIl, @ TAKXKE Ha camy
6e30MacHOCTb: COBEPLUEHCTBYHOTCA CUCTEMbI aBTOPM3aLMK, BbIMYCKAKTCSA HOBbIE
natum (LMMpPoBbIe 3ani1aTku 418 NPorpamMmm), 3aKpbiBatoTCA YA3BUMOCTY CEPBEPOB.



B NoAo06HbIX Urpax CTOMT OnacaTbCst HE CTO/IbKO CBOMX COMEPHMKOB, CKO/bKO
KpaXXn TBOEro naposs, Ha KOTOPOM OCHOBaHa CMCTeMa aBTOpM3aLymn 60MbLUIMHCTBA
urp.

OCHOBHbIe COBETbI M0 630MacHOCTV TBOEr0 MIPOBOr0 aKKayHTa:

1. Ecnu apyroii urpok BefieT cebs Nnoxo Unm cosgaeT Tebe HENPUSTHOCTM,
3a6/10KMPYIA ero B CMUCKE UIPOKOB;

2. Moxkanyiica agMUHUCTPATOPaM MUrpbl Ha NIOX0E NOBEAEHWE 3TOr0 UIPOKa,
KenaTeslbHO NPUNOXWTb KaKune-To A0Ka3aTelbCTBa B BU/E CKPUHOB;

3. He yka3blIBaii TMYHy0 MHAOPMAaLMIO B Npodiaiine urpsl;

4. YBaxKali Ipyrx y4aCTHUKOB MO UIPe;

5. He ycTaHaBnMBaii HeothuLIMabHble NaTun 1 MOfpbl;

6. icnonb3yii CNoXHble 1 pa3Hble Naponu;

7. Naxe BO BPeMS Urpbl He CTOUT OTKOYaTb aHTUBMPYC. [oKa Thl MrpaeLLlb,
TBOV KOMMNbIOTEP MOTYT 3apa3unTb.

OUINUHT WIH Kpaika JIMYHbIX JAHHbIX

OGbIYHOI KpaKell [ieHer N AOKYMEHTOB CErOfAHS YXXe HUKOro He YAVBULLb,
HO C pasBUTUEM WHTEPHET-TEXHOMOMMIA 3M10YMbILIEHHUKMA MEPEMECTUINCL B
NHTEPHET, U NPOAO/MKAOT 3aHUMAaTbLCA "MOOMMbIM™ [ie/IoM.

Tak nosiBuiacb HoBasd Yrposa: WHTEPHET-MOLUEHHMYECTBA WU (PULLINHT,
rnaBHas Lefb KOTOPOro COCTOWUT B MOMYYEHUU KOH(IMAEHUMANIbHBIX [AaHHbIX
Mosib30BaTesei - NOrMHOB 1 Naposieit. Ha aHrnninckom s3bike phishing untaeTcs Kak
(uwwmHr (ot fishing - pbi6Has nosns, password - Naposb).

OCHOBHbIe COBETbI N0 60pbbe C PULLMHIOM:

1. Crnegn 3a CBOMM akkKayHTOM. Eciiv Tbl NOA03peBaeLlb, YTO TBOSI aHKeTa
Obl1a B3/10MaHa, To He06x04MMO 3a6/10KMPOBaTh €€ 1 CO0BLUTL aAMUHNCTPATOPaM
pecypca 06 3TOM KaK MOXHO CKOpee;

2. Vicnonb3yit 6e3onacHble Be6-CainTbl, B TOM YKUC/e, MHTEPHET-MarasnHoOB u
MONCKOBbIX CUCTEM;

3. Mcnonb3yil CnoXHble U pasHble naponu. TakuMm o6pa3om, ecnu Tebs
B3/10MalOT, TO 3/I0YMbILL/IEHHUKM MOMy4yaT AOCTYM TO/MIbKO K OAHOMY TBOEMY
NPousIo B CETK, a HE KO BCEM;

4. Ecnn Tebs B3noManv, TO HEOOXOAMMO MpeaynpeauTb BCEX CBOMX
3HaKOMbIX, KOTOpble 406aBneHbl Yy Tebsd B ApY3bsX, O TOM, YTO Tebs B31OMaIN U,
BO3MOXXHO, OT TBOEro MMeHW ByAeT pacchlfaTbCa Crnam U CCbINIKA Ha (PULLNHIOBbIE
CaThbl;

5. YcTaHoBM HagexHbI naponb (PIN) Ha MOOWbHBIV TeneqoH;

6. OTKNOYM COXpaHeHVEe Napons B bpaysepe;

7. He oTKpbIBal (haiinbl U Apyrve BMOXKEHWUS B MUCbMax, Aake eciin OHu
MNPULWIN OT TBOMX ApY3eid. Jlydlle YTOYHM Y HUX, OTNPaBASAIN I OHU Tebe 3Tu
(hainbl.

udposas penyrauus



Linthposas penyTauums - 3T0 HeraTMBHas Uiv No3UTUBHaA MHHOPMaLUA B CETH
0 Tebe. KomnpomeTupyoLwas nHpopmaums, pasMeLleHHas B UHTEPHETE, MOXeT
Cepbe3HbIM 06pa3oM OTPa3UTbCA Ha TBOEW peaslbHOM >KU3HW. “LiMdpoBas
penyTaumua” - 3To TBOW UMUK, KOTOPbIA POpMUPYETCS U3 UH(OPMaLmK O Tebe B
NHTEpPHETE.

TBOe MeCTO XKUTenbCTBa, Y4yebbl, TBOE (JMHAHCOBOE [OJIOXKEHNE,
0COBEHHOCTU XapaKTepa 1 pacckasbl 0 6/IM3KNX - BCe 3TO HaKar/MBaeTCs B CETW.

MHorve noApoCTKN /IerKOMbIC/IEHHO OTHOCATCA K My6anKauuy fIMYHON
NHopmMaLnn B MIHTepHeTe, He MOHMMas BO3MOXHbIX MOCNeACTBUA. Tbl faxe He
CMOXeLUb JoragatbCs 0 TOM, 4YTO hoTorpadms, pasmelleHHas 5 net Hasag, ctana
MPUYMHOM OTKasa NPUHATL Tebs Ha paboTy.

KommeHTapuu, pasmMellieHne TBOMX poTorpadmin u apyrue AecTsus MoryT
HEe UCYE3HYTb JaXKe MOC/e TOro, Kak Tbl UX YAaULWb. Tbl HE 3HaELLb, KTO COXPaHW
3Ty MH(OPMALMIO, MoMnasia /in OHa B MOUCKOBbIE CUCTEMbI Y COXPaHWIACh /X OHA, a
rNaBHoOe: YTO MoAYMaroT O Tebe OKpyXKatoLime NN, KOTopble HAnayT 1 yBUAAT
3T0. HaliTi nHMopmaLMo MHOFO NeT CNycTs CMOXET Nt060N - Kak 13 [06pbIX
MNOBYXXAEHWNIA, TaK N C HAMEPEHWEM MPUUNHUTL Bpes. STO MOXKET ObITb KTO YrofHO.

OCHOBHble COBETbI MO 3aLuTe LUHPOBOM penyTauum:

1. Mopaymait, npexae Yem 4TO-TO Ny6/IMKOBATb M Nepefasatb Y cebs B 61ore
NN B COLMaNbHOM CEeTY;

2. B HacTpoiikax npogmnis yctaHOBM OrpaHMYeHnst Ha MPOCMOTP TBOEro
npodunsa 1 ero CoaepXXUMOoro, cAaenai ero ToNbKo "ans apysen”;

3. He pa3mellan n He yKa3sblBai MH(OPMaLMIO, KOTOpas MOXET KOro-moo
OCKOpPO/1ATb U 06MXKaTb.

ABTOpCKOE NIPaBo

CoBpeMeHHble  LUKO/MIbHUKA -  aKTMBHble MO/b30BaTeNIM  LM(POBOro
npocTtpaHcTBa. OfHAKO [aNieKo He BCe 3HAKT, 4YTO MO0/b30BaHWEe MHOrMMU
BO3MOXHOCTAMW  UM(POBOro  Mupa  TpebyeT  cobnofeHus  npaB  Ha
NHTENNIEKTYa/IbHYH COOCTBEHHOCTb.

TepMuyH "WMHTeNNeKkTyanbHas COOCTBEHHOCTb" OTHOCUTCA K pas3/INyHbIM
TBOPEHMSIM Ye/I0BEYECKOr0 YMa, HayMHas C HOBbIX W300peTEHNA U 3HAKOB,
0603HaYaloLLMX COOCTBEHHOCTb Ha NPOAYKTbI M YCNYrin, N 3aKaH4MBas KHUramu,
(hoTorpagmaMu, KUHO(UIbMaMu U My3blKa/IbHbIMI MPOU3BEAEHUAMN.

ABTOPCKME MnpaBa - 3TO NpaBa Ha WHTENNEKTYa/lbHY0 COOCTBEHHOCTb Ha
NPOn3BeAeHNA HayKn, nuTepaTypbl U UCKYCcCTBa. ABTOPCKME MpaBa BbICTYNaloT B
KayecTBe rapaHTUM TOrO, YTO WHTENNEKTya/lbHbIA/TBOPUYECKUA TPy aBTOpa He
OyfeT HanpacHbiM, AacT emy CrnpasBef/iMBble BO3MOXHOCTM 3apaboTatb Ha
pesynbTatax CBOEro Tpyha, MOAyyYnTb W3BECTHOCTb WM Mpu3HaHWe. HWKTO 6e3
paspeLleHMa  aBTopa He  MOXET  BOCMpPOWM3BOANTL  €ro  MNpou3BeAeHue,
pacnpocTpaHaTb, My6ANYHO [EeMOHCTPUPOBaTb, MNpoAaBaTtb, MMMNOPTUPOBATD,
MycKaTb B MPOKat, My6/IMYHO UCMOMHATL, MOKa3blBaTL/MCMOMHATL B 3Upe vam
pa3meLlatb B VIHTepHeTe.



crnonb3oBaHWe "MMPaTCKOro™ MpPorpammHOro  o6ecneyeHMs  MOXKET
NPUBECTM K MHOIMMM pUCKaM: OT NOTEPUM AaHHLIX K TBOMM aKKayHTaM [0
GNOKMPOBKN TBOErO YCTPOICTBA, IAe YCTaHOBNEHa HenerasibHas nporpaMma. He
CTOMT TaKXKe 3abblBaTb, UTO CYLLECTBYIOT flerajibHble 1 GecnnaTHble Nporpammbl,
KOTOpPbIE MOXKHO HalTL B CETH.

O nopraJue

CeTeBMYOK.p - TBOI INMaBHbIA COBETYMK B CETW. 3A€Ch Thl MOXELLb Y3HaTb O
6e30MacHOCTN B CETU MOHATHLIM W JOCTYMHbIM S3bIKOM, @ MPY BO3HUKHOBEHWU
KPUTUYECKON CUTyauun 06paTUTbCS 3a COBETOM. A TaKXe MpPUHSATb yyacTue B
KOHKYpCax 1 CcTaTb CaMbIM LI(POBbIM IpaXKaaHUHOM!



